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Black & Wake 

òOffice ICT Teamó test project 

v.2.0 EN (2010.12.07) 

Scenario: 

1. The company named òBlack & wakeó is a multinational manufacturer of coffee. The 

main factory, and, until now, the only one factory, is located in Bogota, Columbia. To 

expand its operations in Europe, new factories will be opened in ten countries across 

western and central Europe. 

Your team has been charged with planning and implementing the ICT system of your 

national office, according to the guidelines provided by the central office, as well as the 

initial start of the business process. 

Economical factors are very important to the company, therefore the branch offices 

should connect to the central office in such a way, that no structural changes will be 

needed in Bogota. 

To implement the network, each branch office will receive an identical set of equipment. 

All the computers are an integral part of the branch officeõs infrastructure.  

The equipment supplied consists of: 

a. 2 Servers with 8 Gb of RAM and 3 NICs  
b. 3 Workstations with 4 Gb of RAM 
c. 1 Laptop with preinstalled Windows 7 and Office 2007, MS Project 2007, MS 

Visio 2007 for the Project Manager 
d. 2 Cisco Catalyst Catalyst WS-C2960-24TC-S switch (64MB Memory, IOS: c2960-

lanlitek9-mz.122-50.SE4.bin)  with 24 Fa and 2 Gi ports 
e. 2 Cisco 2911 routers with SECK9 feature set and cables 
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f. 1 Cisco AIR-AP1142N-E-K9 Access Point (1 Gigabit Ethernet, 2 802.11 
Radio(s), IOS: c1140-k9w7-mx.124-21a.JA1) 
4 Cisco console cables with serial-USB adapter (if the PC's don't have serial ports) 

g. 1 Multifunctional inkjet printer A4 
h. 2 USB storage devices for storing your documents (min 2 Gb) 
i. 15 UTP straight patch cables 2m length 
j. 5 UTP straight patch cables 5m length 
k. 6 UTP cross patch cables 2m length 
l. All needed software: 

i. Windows Server 2008 R2 Enterprise (en) 
ii. Windows 7  (32 bits, en) 
iii. Debian GNU/Linux latest stable version 
iv. Microsoft Office 2007 Professional (32 bits, en) 
v. Microsoft Visio 2007 Professional (32 bits, en) 
vi. Microsoft Project Manager 2007 Professional (32 bits, en) 
vii. Packet Tracer latest version 
viii. VirtualBox latest version 
ix. Windows Automated Installation Kit for Windows 7 (32 bits, en)  

 

  

 

 

2. Each branch office is connected to the internet via their local ISP with a high-speed  

Internet connection. For the duration of the contest, this Internet connection will be 

emulated by an UTP cable to each teamõs site. You will be provided with an IPv4 /29 

public network for the Internet services. The connection to your ISP uses an additional 

IPv4/30 network. The first IP will be used for your router and the last IP as the default 

gateway. 
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The central office and all the branch offices are entirely built using IPv4 addresses. The 

branch office IP-networks are defined in Annex I.  

The network at the branch office should be built according to the organizational structure 

of the main office, and all security aspects of the entire company should be taken into 

account. For detailed company security rules see below. 

Access should be provided for the following organizational units: 

a. Business Administration 

b. Human resources and accounting 

c. ICT system management 

d. Production 

e. Sales 

 

The organizational units are spread over the building. Any company member can access 

the network from any computer while keeping their own security profile, his desktop 

environment and his documents. However, the members of the Production unit can login 

only to production computers. 

Beside the wired network, a wireless connection should be provided for employees using 

laptops. The WLAN devices should not be in the same network as the organizational 

units. The wireless network should be secured with WPA2-Enterprise in order to provide 

the same security profile features as the wired network. The userõs authentication and 

authorizations are taken from the AD servers. 

The services the employees can access depend entirely on the organizational unit they 

belong to.  


