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Scenario

1. The compambBlack 8avak@ di © a mul t i n et dofeeThé manu
main factoryand until now, the only one factory, is located in BogGtdumbia To
expandits operations in Europe, new factomal$ be opened iten countries across
western and central Europe
Your team has been charged with planning and implementing the ICT system of your
national office, according to the guidelines provided by the central office, as well as the
initial start of the business process.

Economical factors are very important to the company, therefore the branch offices
should connect to the central office ulchs a way, that no structural changes will be
needed ifBogota

To implement the network, each branch office will receive an identicaigsgproent.

All the computers are an integral part of

The equipment suppliedrtsists of:

a. 2 Serveywith 8 Gb of RAM and 3 NICs

b. 3Workstatioswith 4 Gb of RAM

c. 1 Laptop withpreinstalle®Vindows7 and Offic207, MS Projec207, MS
Visio 2007for the Projet Manager

d. 2Cisco Catalyslatalyst W&296624TGSswitch(64MB Memory, 10S: c2960
lanlitek9mz.12250.SE4.binwith 24 Fa and 2 Gi ports

e. 2Cisco2911routeswith SECK9feature seand cables



f. 1 CiscAlR-AP1142NE-K9 Access Poir(il Gigabit Ethernet, 2 802.11

Radio(s), 10S: c1149w#mx.12421a.JA1)

4 Ciscaconsole cabdavith serialJSB adapter (if the PC's don't have serial ports)
1 Multifunctional inkjet printer A4

2 USB storage dev&der storing youdocumenrg (min 2 Gh

15 UTP straight patch cab®m length

5 UTP straight patch cadtem length

. 6 UTPcross patch calsigm length

l.  All needed software:

~T T oa

i.  Windows Server 2008 Rgterprisgen)
ii.  Windows 7(32 bitsen)
iii.  Debian GNU/Linux latest stable version
iv.  Microsoft Office2007 ProfessionaBg bitsen)
v. Microsoft Visic007 ProfessionaB@ bitsen)
vi.  Microsoft Project Manage@7 ProfessionaBg bitsen)
vii.  Packet Tracer latest version
viii.  VirtualBox latest version
ix. Windows Automated Installation Kit for Window8Z bits en
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Internet

. Each branch office is connected to the internet via their local ISP withspeleigh
Internet connectior-or the duration of the contest, thigernet connection will be
emul ated by an UTP Yoawill be pravided with @ahIPvd 2% mo s
public network for the InternservicesThe connection to your ISP uses an additional
IPv4/30 networkThe first IP will be used for your router and the last IP as the default
gateway.



The central office and all theanch offiesare entirely built usingv4 addresse3he
branch office Ihetworks are defined in Annex |
The network at the branch office should be built according to the organizational structure
of the main office, and all security aspects of tire eompany should be taken into
accountFor detailed company security rulebsksv.
Access should be provided for the following organizational units:

a. Business Administration
b. Human resources and accounting
c. ICT system management
d. Production
e

. Sales

The organizational units are spread over the building. Any company member can access
the network from any computer while keeping their own security [isfitissktop
environment and his documettswever, the members of tReoduction unit can login

only to production computers.

Beside the wired network, a wireless connection should be provided for employees using
laptops.The WLAN devices should not bethe same network as the organizational
units.The wireless network shd be secured with WPAterprise in order to provide

the same security profile featumeshe wired networkThe usés authentication and
authorizations are taken from the AD servers

The services the employees can access depend entirely on tedi@amganinit they

belong to.



